UNIONBANK

Politika e Privatésisé dhe Siguria e Klientit

Né kété dokument jepet njé informacion i detajuar né lidhje me administrimin dhe pérpunimin e
informacionit dhe té dhénave personale té pérdoruesve gé vizitojné fagen e internetit té& Union
Bank. Me hyrjen né kété fage interneti apo me plotésimin e ¢do aplikimi online, pérdoruesi
deklaron se jep miratimin e tij pér procesimin e métejshém té informacionit nga ana e Union
Bank.

Faqgja éshté fagja zyrtare né internet e Union Bank sh.a.

Union Bank mbledh té dhéna me karakter personal té pérdoruesve (subjektet e té dhénave
personale) té cilat regjistrohen né sistemet e saj apo té ofruesve té tjeré té shérbimeve té
autorizuar prej saj. Né kété fage, pérdoruesi mund té hasé né forma té ndryshme aplikimi, si
aplikimet e produktit “Dua Kredi”, aplikime pér puné, akses né shérbimet online, aplikim pér
ankesa té ndryshme et;.

Té gjithé formularet apo e-mail-et e dérguara me déshiré né adresén e bankés e specifikuar né
kété fage interneti pérfshin marrjen né vijim té adresés sé dérguesit gé nevojitet pér t’ju
pérgjigjur kérkesave té tij duke pérfshiré edhe ¢do té dhéné tjetér personale té domosdoshme
mbi procesin apo shérbimin e kérkuar. Gjithashtu mund té regjistrohet edhe IP e kompjuterit té
pérdoruesit.

Union Bank thekson se ofrimi i té dhénave personale té pérdoruesve népérmjet plotésimit té
formularéve té ndryshém nuk éshté i detyrueshém dhe éshté né déshirén e ¢do subjekti pér té
dhéné vullnetarisht informacionin e kérkuar pér té krijuar dhe vijuar me tej marrédhenien e
biznesit me pérdoruesit. Né rast se pérdoruesi nuk pranon té véré né dispozicion té bankés kéto
té dhéna, banka mund té refuzojé lidhjen e njé kontrate, ose nuk do té jeté né gjendje té vazhdojé
ekzekutimin e njé kontrate ekzistuese, ose mund té jete e detyruar té€ ndérprese kété kontraté
né vijim.

Pérdoruesit duhet té véné né dispozicion té bankés ato té dhéna gé kérkohen té mblidhen bazuar
né ligjet né fuqi apo rregullore té ndryshme. Pérpunimi i té& dhénave personale mund té kryhet
edhe ne rastet e pérmbushjes sé detyrimeve té ndryshme ligjore pér bankat, pér Parandalimin e
Pastrimit té Parave, pér Taksat, pér ekzekutimin e Vendimeve Gjygésore etj. Kur éshté e
nevojshme, té dhénat e perdoruesve pérpunohen edhe pér té mbrojtur interesat e ligjshme té
Bankés ose té paléve té treta.

Union Bank siguron pérdoruesit (subjektet e té dhénave personale) se té dhénat e tyre mblidhen
dhe pérpunohen vetém pér géllime té realizimit té marrédhénies bankare duke marré té gjitha
masat fizike, teknike, operacionale me standard té larté sigurie pér ruajtjen e konfidencialitetit si
dhe mbrojtjen nga humbja, shkatérrimi, démtimi apo edhe shpérndarja e paautorizuar, né
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pérputhje me kérkesat e Ligjit Nr.9887, daté 10.3.2008, “Pér mbrojtjen e té dhénave personale”
pérgjaté gjithé marrédhénies bankare dhe né vijimési. Né rast se Union Bank duhet t'ua
transmetojé té dhénat e mbledhura paléve té treta (partneré té saj né biznes), Banka siguron
subjektet se kéto té dhéna pérdoren vetém pér gellimin e realizimit té shérbimit bankar pér
géllimin pér té cilin pérdoruesi ka deklaruar vullnetarisht té dhénat e tij personale. Né kéto raste
Union Bank siguron pérdoruesit se kontratat e lidhura me té tretét pér kété qéllim jané té qarta
dhe né to parashikohen kushtet e sigurisé dhe ruajtjes sé konfidencialitetit.

Bazuar né ligjin Nr. 9887 daté 10.03.2008 pérdoruesi — subjekt i té dhénave personale, né ¢do
moment pasi té keté dhéné vullnetarisht informacionin e kérkuar, i lind e drejta &, népérmjet
njé kérkese prané Union Bank, té aksesojé kéto té dhéna, té verifikoje saktésiné e tyre si dhe té
kérkoje korrigjimin apo edhe pérditésimin e tyre duke u bazuar plotésisht né nenin 13 te ligjit nr.
9887.

Theksojmé se bazuar né nenin 16 té Ligjit nr. 9887, daté 10/03/2008 "Pér Mbrojtjen e té Dhénave

Personale", pérdoruesi (subjekti i té dhénave personale) gézon té drejtén e ankimit né rast se

pretendon se i jané shkelur té drejtat, lirité dhe interesat e ligishém né lidhje me té dhénat

personale. Né rast se subjekti i t&€ dhénave ka béré ankim, Banka nuk do té kryejé ndryshime né

té dhénat e tij personale deri né dhénien e vendimit. Kérkesat duhet té drejtohen né adresén
ose dérgohen né adresé té bankés:

Union Bank, Njésia Administrative nr. 9, Sheshi “Ferenc Nopcka” Kodi Postar 1016, Nr. i ndértesés
5, Tirané, Shqipéri.

Ankesat nga pérdoruesit (subjekte té té dhénave personale) mund té adresohen me e-mail edhe
prané Komisionerit pér Drejtén e Informimit dhe Mbrojtjen e té Dhénave Personale né adresén

e méposhtme: info@idp.al

Té dhénat personale ruhen pér ag kohé sa éshté e nevojshme pér marrédhénien e biznesit me
bankén né pérputhje me detyrimin pér ruajtje bazuar né Kodin Civil, Ligjin pér Arkivat, Ligjin pér
Parandalimin e Pastrimit té Parave, etj.

Né funksion té informimit té pérdoruesve té késaj fage interneti pér ¢do pérdorues té saj, Banka
ka publikuar né vijim elementet e sigurisé sé aplikuar né disa nga produktet e saj (Kartat, UB
Online).
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This document provides detailed information regarding the administration and processing of
information and personal data of users visiting Union Bank’s website. By accessing this website
or completing any online application, the user declares that he/she gives his/her approval for
further processing of the information by Union Bank.

is the official website of Union Bank sh.a.

Union Bank collects personal data of users (personal data subjects) which are registered in its
systems or other service providers authorized by it. On this site, the user can encounter various
application forms, such as applications for the product "Dua Kredi", job applications, access to
online services, application for various complaints, etc.

All forms or e-mails sent voluntarily to the bank’s address specified on this website include
recording the sender's address needed to respond to his/her requests as well as any other
personal information which is considered necessary for the process or service required. The IP of
the user's computer can also be recorded.

Union Bank emphasizes that providing users personal data through the completion of various
forms is not mandatory and is up to every user to voluntarily provide the information required
to establish and maintain further the business relationship. In case the user refuses to make this
data available to the bank, the bank may refuse to enter into a contract agreement, or will not
be able to continue the execution of an existing contract, or may be obliged to terminate this
contract agreement.

Users must make available to the bank the data required to be collected based on applicable laws
or various regulations. The processing of personal data can also be performed in cases of fulfilling
various legal obligations for banks, for the Prevention of Money Laundering, for Taxes, for the
execution of Judicial Decisions, etc. When necessary, user’s data are also processed to protect
the legitimate interests of the Bank or third parties.

Union Bank assures users (personal data subjects) that their data is collected and processed only
for the purpose of attaining the banking relationship by taking all physical, technical, operational
measures with high security standards to maintain confidentiality and protection from loss,
destruction, damage or even unauthorized distribution, in accordance with the requirements of
Law No. 9887, dated 10.3.2008, "On the protection of personal data" throughout the banking
relationship and onwards. In case Union Bank has to transmit the collected data to third parties
(its business partners), the Bank assures the users that this data is used only for the purpose of
performing the banking service for which the user has voluntarily declared his/her personal data.
In these cases, Union Bank assures users that the contracts with third parties for this purpose are
clear and they reflect the terms of security and confidentiality.

Based on law no. 9887 date 10.03.2008 the user - personal data subject, at any moment after
having voluntarily provided the requested information, through a request to Union Bank, has the
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right to access this data, to verify their accuracy and request their correction or even update
based on Article 13 of Law no. 9887.

We emphasize that based on Article 16 of Law no. 9887, dated 10/03/2008 "On the Protection
of Personal Data", the user (personal data subject) has the right to complain if he/she claims that
his/her rights, freedoms and legitimate interests related to the personal data have been violated.
In case the personal data subject has filed a complaint, the Bank will not make changes to his
personal data until the decision is issued. Requests should be directed to info@unionbank.al or
sent to the Bank’s address:

Union Bank, Njésia Administrative nr. 9, Sheshi “Ferenc Nopcka” Kodi Postar 1016, Nr. i ndértesés
5, Tirané, Shqipéri

The complaints from users (personal data subjects) can also be addressed by e-mail to the
Information and Data Protection Commissioner at the following address: info@idp.al

Personal data is stored for as long as is necessary for the business relationship with the bank, in
accordance with the safekeeping obligation based on the Civil Code, the Law on Archives, the
Law on Prevention of Money Laundering, etc.

In order to inform the users of this website, the Bank has published the following security
elements applied in some of its products (Cards, UB Online).
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Investimet e Union Bank né drejtim té mbrojtjes sé klientéve nga pérdorimi i té dhénave té
kartave nga persona té pa-autorizuar:

Migrimi i kartave né teknologjiné Chip rrit siguriné né pérdorimin e kartave pér transaksionet qé
kryhen kur karta éshté fizikisht prezente. Eshté shumé e véshtiré pér t'u kryer kopjimi i té
dhénave nga karta Chip.

Pér té mbrojtur klientét tané nga rreziku i marrjes sé té dhénave té kartés nga persona té pa-
autorizuar pér veprimet ku karta nuk éshté prezente (p.sh veprimet né internet), Union Bank ka
investuar né implementimin e autentifikimit 3D-secure (Mastercard Secure Code).

Union Bank njofton klientin duke derguar SMS pér ¢do transaksion gé kryhet me kartén e
kreditit.

Union Bank ofron shérbimin Internet Banking népérmjet té cilit mund té kontrolloni online
veprimet e kryera me karté.

Pér t'i shérbyer sa mé miré dhe né ¢do kohé klientéve té saj, Union Bank ka véné né shérbim Call
Center ku mund té kontaktoni né ¢do moment gé mund t’ju nevojitet pér té bllokuar kartén tuaj.
Banka i ofron mundésiné klientéve té zgjedhin limitin e vlefshém té déshiruar pér pérdorim né
Internet, duke siguruar késhtu uljen e ekspozimit nga rrezikut i mashtrimit.

Pér té shmangur pérdorimin dhe marrjen e té dhénave té kartés nga persona té pa-autorizuar
Ju késhillojmé:

Té nénshkruani kartén né pjesén e pasme té saj, menjéheré sapo té merrni kartén né dorézim.
Asnjéheré mos mbani né té njéjtin vend Kartén dhe PIN-in. Union Bank ju sygjeron té
memorizoni PIN-in dhe me pas té shkatérroni fletén e PIN-it.

Gjaté vendosjes sé PIN-it, sigurohuni qé askush tjetér nuk éshté duke e vézhguar até.

Siguroni gé karta té jeté nén vézhgimin tuaj gjaté gjithé kohés kur jeni duke kryer pagesé me té.
Gjaté kryerjes sé njé transaksioni né internet, siguroni se keni aksesuar njé site té certifikuar SSL
(https).

Ndigni me kujdes veprimet e kryera me karté té shfaqura né llogariné tuaj ose né faturén e
kartés sé kreditit. Nése konstatoni veprime té cilat nuk jané kryer nga ju, kontaktoni menjeheré
bankén.

Né rast humbje, vjedhje té kartés, kontaktoni menjeheré Call Center té Union Bank pér té kryer
bllokimin e kartés.
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» Siguria e UB Online

Kérkesa pér siguriné mbi shérbimet bankare té lévizshme

Pérdorimi i njé smartphone/tableti pér té manaxhuar financat tuaja éshté njé mjet i shkélqyer gé
ju ofron mundésiné té monitoroni dhe té pérdorni paraté tuaja praktikisht kudo gé té jeni.
Pavarsisht késaj, ju duhet té aplikoni disa kérkesa shtesé qé té pérdorni shérbimet elektronike
bankare né ményré té sigurté.

Siguroni paisjen/telefonin e zgjuar (smartphone)

Me ndihmén e njé kodi hyrés apo népérmjet shénjes sé gishtit, ju duhet té rrisni siguriné e
smartphone/tabletit tuaj té zgjuar gjaté pérdorimit. Sigurimi i paisjes suaj do té rrisé gjithashtu
mbrojtjen pér aplikacionin tuaj bankar, veganérisht né rastet kur telefoni mund t’ju humbasé apo
vidhet. Informoni menjéheré operatorin tuaj té telefonisé sé Iévizshme né rastet kur telefoni ju
humbet/vidhet pér té kérkuar bllokimin e numrit dhe bllokimin e paisjes né rast se kjo e fundit
ofrohet. Kur jeni né ambjente publike sigurohuni gé paisja té jeté nén vézhgimin tuaj gjithmoné.
Kyceni paisjen kur nuk e pérdorni.

Gjithashtu njoftoni menjéhere Bankén té bllokoni shérbimin UB Online né rast se keni aktivizuar
Soft Token né smatphone/tabletin tuaj né rast se ky i fundit humbet/vidhet.

Siguroni fjalékalimin/kodin PIN

Pérdorni fjalékalim/kod PIN té forté. Mos pérdorni numra né radhé, numrat e daté lindjeve apo
numrat e kartés sé identitetit, apo kombinime té tilla gjaté krijimit té fjalékalimit. Mos ruani
asnjéheré fjalékalime apo kode PIN té shérbimeve bankare né paisjen tuaj celulare. Nése telefoni
humbet ose sulmohet kjo do té rrisé shanset gé ju té bini pre e krimineléve kibernetiké.
Fjalékalimin/kodin PIN mos e ndani me té tjeré.

Kontrolloni aplikacionin/fagen pérpara se ta shkarkoni

Sigurohuni gé ju shkarkoni aplikacionin e bankés dhe ¢do lloj aplikacioni tjetér té réndésishem
pér ju, vetém nga dyqanet zyrtare té prodhueséve (si jané App Store ose Play Store). Duhet té
jeni dyshues pér ¢do aplikacion té ri jo-familjar. Né disa raste ata mund té pérmbajné viruse qé
lehtésojné hyrjen né té dhéna sensitive. Gjithashtu, kontrolloni heré pas here nése aplikacionin
e bankés suaj e keni té pérditésuar. Versionet e vjetra té aplikacioneve bankare mund té kené
mekanizma sigurie té papérditésuar.

Sigurohuni gé aksesoni shérbimin bankar gjithmoné nga faqgja zyrtare e bankés né rastet kur
aksesoni shérbimin nga interneti.

Pérdorni rrjete té sigurta dhe té besueshme pér lidhjen

Ne ju rekomandojmé té mos lidheni me rrjete publike Wi-Fi dhe té ¢’aktivizoni funksionin e
Bluetooth pérpara se té hyni né aplikacionin tuaj bankar. Edhe nése pérdorni njé rrjet privat Wi-
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Fi sigurohuni gé éshté i siguruar me sistemin WPA2. Ju késhillojmé té instaloni programe anti-
virus té pérditésuara.

Siguroni transaksionet tuaja

Kontrolloni né kohé periodike llogariné tuaj. Nése vini re ndonjé térhegje apo transferté jo té
zakonshme reagoni menjéheré duke kontaktuar bankén.

Mesazhet “Phishing”

Jini té vémendshém ndaj telefonatave, mesazhe té postés elektronike apo mesazhe tekst té
pakérkuara. Kéto mesazhe “phishing” pérmbajné kérkesa té tipit me urgjence ose té tipit té
ofertave té mahnitshme qé do t’ju kérkojné gé té dhénat tuaja sensitive tu jepen mashtrueséve.
Trajtojini kéto mesazhe me skepticizém. Mos jepni asnjéhere informacione personale. Banka nuk
do t'ju kérkojé asnjéheré té jepni fjalékalimin apo kodin PIN.

Siguroni kompjuterin

Mbroni kompjuterin tuaj nga viruse té ndryshme duke pérdorur antiviruse té licensuar dhe té
pérditésuar. Sigurohuni gé kompjuteri éshté i paisur me “Firewall” i cili ju mbron nga pérdorues
té paautorizuar pér té parandaluar vijedhjen e té dhénave personale.

Elemente Sigurie

Cfaré bén Banka pér mbrojtjen e informacionit konfidencial té klienteve té UB Online?
Shérbimi UB Online i Union Bank pérfshin té gjithé komoditetin gé ju duhet pér té sjelle bankén
mé prané jush me teknologjine mé té fundit dhe té sigurté té kohés pér mbrojtjen e té dhénave
tuaja.

Akses i sigurté i llogarive

Shérbimi UB Online ofron teknologjiné mé té larté té enkriptimit 2048 -bit SSL Secure Socket
Layer. Kjo teknologji mbron té dhénat tuaja né 2 ményra:

Enkriptimi, nénkupton gé té dhénat e shkémbyera me bankén nuk mund té lexohen nga
persona té pautorizuar.

“Integriteti i té dhénave”, nénkupton qé té dhénat qé ju shkémbeni me ané té programit
UB Online nuk modifikohen nga persona té pautorizuar.

Pér té rritur nivelin e sigurisé Banka ofron pajisje té sigurisé sé larté Smart Token pér autentikimin
né shérbimin UB Online. Kéto pajisje pérdorin One Time Password (kod autentikimi i viefshém
pér njé logim té vetém).
. Shérbimi ofron mundésiné e pérdorimit té tastieres virtuale pér vendosjen e detajve
té sigurisé.
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Il.Customer Security

» Cards Security

Union Bank investments for protecting customers from the use of cards data by unauthorized
persons:

Card migration in Chip technology increases the security of using the card for transactions that
take place when the card is physically present. It is very difficult to copy data from the Chip card.
To protect our customers from the risk of unauthorized persons receiving card’s data for
transactions where the card is not present (e.g. online transactions), Union Bank has invested in
the implementation of 3D-secure authentication (Mastercard Secure Code).

Union Bank sends SMS notifications for every transaction performed with the credit card.
Union Bank offers Internet Banking service through which you can check online the transactions
performed with the card.

In order to better serve to its customers at any time, Union Bank has set up a Call Center service
which you can contact at any time when you need to block your card.

The bank offers to the customers the opportunity to choose the desired available limit for
Internet use, thus ensuring reduced exposure to fraud risk.

To avoid the use from unauthorized persons receiving card’s data, we advise you to:

Sign the card on the back as soon as you receive the card.

Never keep your Card and PIN in the same place. Union Bank suggests that you memorize the
PIN and then destroy the envelope containing it.

When entering the PIN, make sure no one else is watching.

Ensure that the card is under your observation at all times when you are making payments with
it.

When performing an online transaction, make sure you have access to an SSL certified site
(https).

Carefully track card transactions displayed on your account or credit card bill. If you notice any
transaction that have not been performed by you, contact the bank immediately.

In case of loss, theft of the card, contact immediately the Call Centre of Union Bank to block the
card.
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» UB Online Security
Security requirements on mobile banking services

Using a smartphone / tablet to manage your finances is a great tool that offers you the ability to
monitor and use your money virtually wherever you are. Nevertheless, you need to apply some
additional requirements to use electronic banking services safely.

Secure your device / smartphone

With the help of a password or fingerprint, you need to increase the security of your smartphone
/ tablet while using it. Securing your device will also increase the protection for your banking
application, especially in cases where your phone may be lost or stolen. Inform your mobile
operator immediately in case your phone is lost / stolen requesting to lock your SIM card and
device if this is offered. When you are in public places make sure the device is always under your
supervision. Lock the device when not in use.

Also, immediately notify the Bank to block the UB Online service in case you have activated the
Soft Token on your smartphone / tablet in case it is lost or stolen.

Provide password / PIN code

Use a strong password / PIN code. Do not use consecutive numbers, date of birth or ID card
numbers, or any such combinations when creating a password. Never store bank passwords or
PINs on your mobile device. If the phone is lost or attacked this will increase the chances of you
falling prey to cyber criminals. Do not share your password / PIN with others.

Check the app / site before downloading

Make sure you download the bank’s app and any other app important to you, only from the
manufacturer's official stores (such as the App Store or Play Store). You should be skeptical of
any new non-familiar app. In some cases, they may contain viruses that facilitate access to
sensitive data. Also, check from time to time if your bank’s application is up to date. Older
versions of banking applications may have outdated security mechanisms.

Make sure that you always access the banking service from the official website of the bank in
case you access the service from the internet.

We recommend that you do not connect to public Wi-Fi networks and turn off the Bluetooth
function before accessing your banking application. Even if you use a private Wi-Fi network make
sure it is secured with the WPA2 system. We advise you to install updated anti-virus programs.
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Use secure and reliable networks for connection

We recommend that you do not connect to public Wi-Fi networks and turn off the Bluetooth
function before accessing your banking application. Even if you use a private Wi-Fi network make
sure it is secured with the WPA2 system. We advise you to install updated anti-virus programs.

Check your account periodically. If you notice any unusual withdrawals or transfers, react
immediately by contacting the bank.

Phishing messages

Beware of unsolicited phone calls, e-mails or text messages. These "phishing" messages contain
urgent requests or amazing offers that will require you to disclose your sensitive information to
fraudsters. Treat these messages with skepticism. Never give out personal information. The bank
will never ask you to provide a password or PIN.

Protect your computer from various viruses by using licensed and up-to-date antivirus software.
Make sure your computer is equipped with a Firewall that protects you from unauthorized users
to prevent personal data theft.

Security elements
What does the Bank do to protect the confidential information of UB Online customers?
Union Bank's UB Online service includes all the convenience you need to bring your bank closer
to you with the latest and most secure technology for protecting your data.
Secure account access
UB Online service offers the highest encryption technology 2048 -bit SSL Secure Socket Layer.
This technology protects your data in 2 ways:
Encryption, means that the data exchanged with the bank cannot be read by
unauthorized persons.
“Data integrity” means that the data you exchange through the UB Online program is not
modified by unauthorized persons.
To increase the level of security, the Bank offers high security devices “Smart Token” for
authentication in the UB Online service. These devices use One Time Password (valid

authentication code for a single login).
The service offers the possibility of using the virtual keyboard for entering security details.
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